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The Model

Unified model
- Set theory
- Boolean representation

Model-checking
- States and transitions
- Property verification




Problem Evolution

Single firewall analysis
- Anomalies, misconfigurations, etc

Packet decision for a single policy

- Optimization, rule caching, rule reordering, etc.
- Firewall "gray-box" testing

Policy equivalence

- NP-Hard, but easy !l

Multi-firewall anomaly analysis

Multi-device/type analysis
- Model checking on the device-level (BDD+CTL)
- Model checking on the rule level (SAT+LTL)

Multi-device/type with QoS analysis
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Network Model
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Closing the Gap

Model-checking steps as events
Simulating multiple scenarios simultaneously
What-if scenarios

Application-centered design




Future Directions

Parallel model-checking platforms
Parameter selection and tuning
Decentralization of the simulation
Probabilistic modeling

Data-driven verification




Discussion!



